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Abstract. This paper addresses the growing cybersecurity risks faced
by small and medium-sized enterprises (SMEs) due to their increasing
dependence on third-party and outsourced services. While international
frameworks such as ISO/IEC 27036, NIST SP 800-161, CIS Controls,
and the Cloud Security Alliance Cloud Controls Matrix provide struc-
tured approaches to supply chain risk management, their direct adoption
remains challenging for SMEs due to resource constraints and limited cy-
bersecurity maturity.

The study analyzes the applicability of these frameworks in SME envi-
ronments and identifies key barriers that hinder their implementation,
including lack of expertise, informal supplier management practices, and
limited governance capabilities. In addition, the paper examines the im-
pact of Artificial Intelligence (AI) as an emerging risk factor within third-
party ecosystems, highlighting issues such as lack of transparency, data
dependency, and model vulnerabilities.

Based on this analysis, a simplified and scalable governance model is pro-
posed, structured around six core pillars and aligned with international
standards, including the NIST Artificial Intelligence Risk Management
Framework (AI RMF). The model integrates traditional cybersecurity
practices with AI-related risk considerations and is designed to support
progressive implementation according to SME capabilities.

The proposed model is conceptual and has not yet been validated through
empirical implementation. Future work will focus on pilot applications
in SME environments to evaluate its effectiveness, scalability, and adapt-
ability in real-world contexts.
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Mejorando la Resiliencia en Ciberseguridad de
las PyMEs: Un Modelo de Gobernanza para el
Riesgo de Terceros y Servicios Habilitados por

IA

Abstract. Este art́ıculo aborda los crecientes riesgos de ciberseguridad
que enfrentan las pequeñas y medianas empresas (PyMEs) debido a su
creciente dependencia de servicios de terceros y externalizados. Si bien
marcos internacionales como ISO/IEC 27036, NIST SP 800-161, los CIS
Controls y la Cloud Controls Matrix de la Cloud Security Alliance pro-
porcionan enfoques estructurados para la gestión de riesgos de la ca-
dena de suministro, su adopción directa sigue siendo un desaf́ıo para las
PyMEs debido a las limitaciones de recursos y a la madurez limitada en
ciberseguridad.
El estudio analiza la aplicabilidad de estos marcos en entornos de PyMEs
e identifica las principales barreras que dificultan su implementación, in-
cluyendo la falta de experiencia, las prácticas informales de gestión de
proveedores y las capacidades limitadas de gobernanza. Además, el tra-
bajo examina el impacto de la Inteligencia Artificial (IA) como un factor
de riesgo emergente dentro de los ecosistemas de terceros, destacando
problemas como la falta de transparencia, la dependencia de datos y las
vulnerabilidades de los modelos.
A partir de este análisis, se propone un modelo de gobernanza simplifi-
cado y escalable, estructurado en torno a seis pilares centrales y alineado
con estándares internacionales, incluyendo el Marco de Gestión de Ries-
gos de Inteligencia Artificial del NIST (AI RMF). El modelo integra
prácticas tradicionales de ciberseguridad con consideraciones de riesgo
relacionadas con la IA y está diseñado para apoyar una implementación
progresiva según las capacidades de cada PyME.
El modelo propuesto es de carácter conceptual y aún no ha sido vali-
dado mediante implementación emṕırica. El trabajo futuro se enfocará
en aplicaciones piloto en entornos de PyMEs para evaluar su efectividad,
escalabilidad y adaptabilidad en contextos reales.

Keywords: ciberseguridad, PyMEs, riesgo de terceros, seguridad de la
cadena de suministro, gobernanza de IA, gestión de riesgos.

1 Introduction

The digital transformation of small and medium-sized enterprises (SMEs) has
significantly increased their reliance on third-party providers for critical business
functions. Cloud computing, Software-as-a-Service (SaaS), and managed service
providers (MSPs) enable SMEs to access advanced technological capabilities



without substantial upfront investments. However, this operational dependency
introduces a complex and often underestimated cybersecurity challenge: the ex-
pansion of the attack surface through external service relationships.

High-profile incidents such as the SolarWinds supply chain compromise and
the Kaseya ransomware attack have demonstrated how vulnerabilities in third-
party providers can propagate across entire ecosystems, affecting thousands of
downstream organizations, including SMEs. These events highlight a structural
weakness: even organizations with adequate internal controls remain exposed
when their providers are compromised.

Empirical evidence confirms that third-party risk has become a dominant
vector in the global threat landscape. A significant proportion of cyber inci-
dents are linked to supply chain vulnerabilities, while SMEs remain particu-
larly exposed due to limited governance capabilities and lack of structured risk
management practices (ENISA, 2023; IBM Security & Ponemon Institute, 2022;
Verizon, 2023). This challenge is further intensified by the increasing adoption
of outsourced digital services, which often operate under shared responsibility
models that SMEs do not fully understand.

In Argentina, this situation is reinforced by a sustained increase in cyber in-
cidents and evolving regulatory requirements. National reports indicate a grow-
ing number of attacks, particularly phishing and fraud-related incidents, while
regulatory frameworks such as those issued by the Central Bank impose strict
incident reporting obligations, including those involving third-party providers.
At the same time, institutions such as the National Institute of Industrial Tech-
nology (INTI) support SMEs through training and technological assistance, al-
though the adoption of structured cybersecurity governance remains uneven.

Despite the availability of internationally recognized frameworks—such as
ISO/IEC 27036, NIST SP 800-161 Rev.1, the Cloud Security Alliance Cloud
Controls Matrix (CCM), and CIS Controls v8.1—their implementation within
SMEs remains limited. These frameworks often assume levels of organizational
maturity, technical expertise, and resource availability that do not align with
SME realities.

In parallel, the rapid adoption of Artificial Intelligence (AI) through third-
party services is introducing new dimensions of risk. As AI-enabled capabilities
become increasingly embedded in outsourced platforms, SMEs face new chal-
lenges related to transparency, data dependency, and control over external sys-
tems.

The contributions of this paper are threefold: (i) a structured analysis of
leading cybersecurity frameworks from the perspective of third-party risk man-
agement; (ii) the identification of key barriers that limit their adoption in SMEs;
and (iii) the proposal of a scalable AI-ready cybersecurity governance framework
tailored to SME environments, integrating traditional supply chain security prac-
tices with emerging risks associated with AI-enabled third-party services.

The proposed approach is formalized as an AI-ready cybersecurity gover-
nance framework tailored to SME environments.



2 Background and Related Work

Cybersecurity frameworks have evolved from isolated technical control sets to-
ward comprehensive governance models that address organizational, operational,
and supply chain risks. This evolution is particularly relevant in environments
where organizations depend heavily on external providers, as is the case with
SMEs.

ISO/IEC 27036 provides structured guidance for managing information secu-
rity in supplier relationships, covering the full lifecycle from supplier selection to
contract termination. Its integration with ISO/IEC 27001 enables organizations
to incorporate third-party risk management into broader information security
management systems. However, its formal structure and reliance on governance
maturity can limit its applicability in resource-constrained environments (Inter-
national Organization for Standardization, 2021).

NIST Special Publication 800-161 Revision 1 extends this perspective by in-
troducing a comprehensive approach to Cybersecurity Supply Chain Risk Man-
agement (C-SCRM). It emphasizes supplier trust, system provenance, and inte-
gration with enterprise risk management. While highly detailed, it is primarily
designed for large organizations and critical infrastructure, making direct adop-
tion challenging for SMEs (Boyens et al., 2022).

In cloud-based environments, the Cloud Security Alliance Cloud Controls
Matrix (CCM) offers a control framework specifically tailored to cloud providers.
Its alignment with multiple standards and the availability of assessment tools
such as the Consensus Assessment Initiative Questionnaire (CAIQ) make it
particularly useful for evaluating third-party services (Cloud Security Alliance,
2022).

The CIS Controls framework provides a more pragmatic approach, focus-
ing on prioritized and actionable security measures. Control 15, which addresses
service provider management, offers practical guidance for evaluating and mon-
itoring third-party relationships. This makes it particularly suitable for SMEs
seeking incremental improvements without significant resource investment (Cen-
ter for Internet Security, 2023).

Prior research has highlighted persistent barriers to framework adoption in
SMEs, including limited financial resources, lack of specialized expertise, and low
levels of cybersecurity awareness (AlGhamdi et al., 2020; ENISA, 2023). SMEs
often rely on informal trust relationships with providers rather than structured
risk management processes, increasing their exposure to supply chain threats.

More broadly, the transition from traditional information security to cyberse-
curity reflects a shift from perimeter-based protection toward ecosystem-based
risk management, where dependencies on external services play a central role
(Von Solms & Von Solms, 2018).

Personal data protection represents an additional dimension that is closely
intertwined with third-party risk management, particularly when outsourced
and AI-enabled services involve the processing of personal data on behalf of
the SME. ISO/IEC 27701 extends ISO/IEC 27001 and ISO/IEC 27002 with a
Privacy Information Management System (PIMS), providing requirements and



guidance for organizations acting as either personal data controllers or proces-
sors (International Organization for Standardization, 2019). Incorporating this
standard as a reference point allows the proposed governance model to explicitly
address privacy obligations arising from data-sharing relationships with third-
party providers, complementing the broader cybersecurity and AI governance
considerations discussed throughout this study.

In addition to these frameworks, the emergence of Artificial Intelligence has
led to the development of specialized governance models. The Artificial Intelli-
gence Risk Management Framework (AI RMF 1.0), developed by the National
Institute of Standards and Technology (National Institute of Standards and
Technology, 2023), provides a structured approach for managing risks associ-
ated with AI systems. Organized around the functions Govern, Map, Measure,
and Manage, it emphasizes trustworthiness, transparency, and accountability.

Although not specifically designed for SMEs, the AI RMF introduces prin-
ciples that are highly relevant in third-party contexts, where AI capabilities are
often consumed indirectly through external providers. This creates a new layer
of dependency that extends beyond traditional supply chain risk.

Additional studies have explored the organizational and behavioral dimen-
sions of cybersecurity in SMEs, highlighting the importance of culture, aware-
ness, and policy effectiveness (Alshaikh, 2020; Bada et al., 2019; Doherty &
Fulford, 2005). Other research has examined barriers to adoption and risk per-
ception in SMEs, particularly in developing economies (Alahmari & Duncan,
2020; Santos et al., 2021).

From an operational perspective, industry reports emphasize the growing im-
portance of structured third-party risk management practices and supply chain
resilience (Cybersecurity and Infrastructure Security Agency, 2021; Deloitte,
2022; KPMG, 2022). These findings are complemented by broader analyses of
cyber risk economics and systemic vulnerabilities (Ghadge et al., 2020; Sen &
Borle, 2020).

Recent research has also explored adaptive governance models specifically
designed for SMEs, emphasizing progressive implementation and alignment with
organizational capabilities (Bolatti et al., 2025). These approaches reinforce the
need for flexible and context-aware frameworks that bridge the gap between
theoretical models and practical adoption.

3 Problem Analysis: Third-Party Risk in SMEs

Despite the availability of established cybersecurity frameworks, SMEs face per-
sistent challenges in managing risks associated with third-party services. These
challenges are multidimensional, involving technical limitations, organizational
constraints, and economic factors.

A primary limitation is the lack of internal cybersecurity expertise. Many
SMEs operate without dedicated security personnel, which restricts their ability
to evaluate provider security postures, interpret compliance requirements, and
implement continuous monitoring mechanisms. As a result, supplier selection



is often based on cost or operational convenience rather than structured risk
assessment.

Resource constraints further complicate adoption. Frameworks such as ISO/IEC
27036 and NIST SP 800-161 require investments in governance processes, sup-
plier evaluation, and ongoing monitoring that frequently exceed SME capabil-
ities. Consequently, organizations either implement these frameworks partially
or not at all.

Another critical gap lies in procurement and contractual practices. SMEs
often fail to include cybersecurity requirements in service agreements, such as
incident notification timelines, data protection obligations, or audit rights. This
omission increases exposure to operational disruptions and regulatory risks.

The widespread adoption of cloud services introduces additional complexity.
While providers typically offer robust security controls, SMEs frequently misun-
derstand shared responsibility models, assuming that providers are fully respon-
sible for protecting systems and data. This misconception reduces oversight and
weakens governance.

In Latin America, and particularly in Argentina, these challenges are further
amplified. Empirical studies indicate that a significant proportion of SMEs lack
formal cybersecurity controls and rarely assess risks associated with third-party
providers. At the same time, regulatory frameworks impose increasing obliga-
tions that many organizations are not prepared to meet, creating a gap between
compliance requirements and operational capabilities.

The growing integration of AI into outsourced services introduces an addi-
tional layer of complexity. SMEs are increasingly dependent on AI-enabled plat-
forms without having visibility into how these systems operate or how risks are
managed. This reinforces the need for governance models that not only address
traditional third-party risks but also incorporate AI-related considerations.

These limitations reveal a fundamental gap between the design of exist-
ing cybersecurity frameworks and their practical implementation in SME en-
vironments. This gap is consistent with findings from regional and international
organizations, which highlight the limited maturity of cybersecurity practices
in SMEs and the need for targeted capacity-building initiatives (International
Telecommunication Union, 2021; OECD, 2021; Organization of American States
& Inter-American Development Bank, 2020).

4 Proposed Governance Model for SMEs

Based on the analysis of existing frameworks and the structural limitations iden-
tified in SMEs, this paper proposes a simplified and scalable governance model
for managing cybersecurity risks associated with third-party services. The model
is designed to align with international standards while remaining operationally
feasible for resource-constrained environments. Figure 1 presents the proposed
governance model for SMEs.

This work introduces an AI-Ready Cybersecurity Governance Framework
for SMEs, defined as a simplified, structured, and scalable model that integrates



Fig. 1. AI-Integrated Cybersecurity Governance Model for SMEs (adapted from the
proposed model).

traditional cybersecurity governance with third-party risk management and AI-
specific risk considerations.

The framework is designed to address the limitations of existing approaches
by providing a minimum viable governance structure that aligns with interna-
tional standards while remaining feasible for resource-constrained environments.
Unlike traditional frameworks, which assume high levels of organizational ma-
turity, the proposed framework emphasizes progressive implementation, adapt-
ability, and operational simplicity.

A key distinguishing feature of this framework is the integration of AI-related
risk as a transversal dimension, aligned with the NIST AI Risk Management
Framework. This enables SMEs to extend their governance capabilities beyond
conventional cybersecurity practices to include emerging risks associated with
AI-enabled services.

Overall, the framework provides a cohesive approach that unifies governance,
operational controls, third-party management, and AI risk considerations into a
single, SME-oriented model.

Table 1 summarizes the key characteristics of the proposed AI-ready cyber-
security governance framework for SMEs, highlighting its scope, structure, and
differentiating features.

The framework is operationalized through six core governance pillars, each
addressing a specific dimension of cybersecurity risk. These pillars are derived
from established frameworks such as NIST CSF 2.0, CIS Controls v8.1, and the



Table 1. Characterization of the AI-Ready Cybersecurity Governance Framework for
SMEs

Dimension Description

Purpose Provide a simplified and scalable governance model for managing cy-
bersecurity risks in SMEs, with a focus on third-party services.

Scope Covers governance, operational controls, third-party risk management,
and AI-related risks.

Target Organizations Small and medium-sized enterprises (SMEs) with limited resources and
cybersecurity maturity.

Framework Basis Aligned with ISO/IEC 27036, NIST SP 800-161, CIS Controls v8.1,
and CSA Cloud Controls Matrix (CCM).

AI Integration Incorporates AI risk as a transversal dimension aligned with the NIST
AI Risk Management Framework (AI RMF).

Core Structure Six governance pillars: governance, data & assets, continuity, third par-
ties, awareness, and detection/response.

Implementation Approach Progressive maturity model enabling incremental adoption.

Key Differentiator Integration of AI-related risks into third-party governance within a sim-
plified SME-oriented framework.

Expected Benefits Improved risk visibility, better supplier control, and enhanced cyberse-
curity resilience in SMEs.

Cloud Security Alliance CCM, but are adapted to provide a minimum viable
implementation path for SMEs.

The first pillar focuses on governance and risk management, establishing
the foundation for aligning cybersecurity with business objectives. This includes
defining basic policies, identifying critical assets, and maintaining a simplified
risk assessment process that can be periodically reviewed by management. In
practice, this translates into a short security policy document, a register of criti-
cal information assets, and a lightweight risk matrix that classifies likelihood and
impact on a simple scale, allowing an SME owner or manager to revisit priorities
at low cost.

The second pillar addresses the protection of data and assets, ensuring that
confidentiality, integrity, and availability are preserved through practical con-
trols such as asset inventory, patch management, and backup strategies. At the
implementation level, this pillar also incorporates basic data classification (e.g.,
distinguishing personal, financial, and operational data) and privacy-oriented
controls, drawing on guidance such as ISO/IEC 27701 when personal data is
processed on behalf of customers or shared with external providers.

The third pillar emphasizes availability and business continuity, recogniz-
ing that service disruptions—whether caused by cyber incidents or provider
failures—can have disproportionate impacts on SMEs. Concretely, this pillar
covers minimum viable continuity practices such as defining recovery time objec-
tives for critical services, maintaining tested backups, and identifying alternative
providers for services considered essential to operations.



The fourth pillar focuses on the management of third-party services, which
represents the central theme of this study. Given its centrality, this pillar is de-
composed into a set of concrete sub-processes intended to guide implementation
in an SME context: (i) provider inventory and classification, consisting of a struc-
tured registry of third-party services with a criticality rating (e.g., high, medium,
low) based on data sensitivity, business dependency, and access level; (ii) due
diligence at onboarding, involving a lightweight security questionnaire—inspired
by tools such as the CAIQ—applied before contracting a new provider, partic-
ularly for those rated as high or medium criticality; (iii) contractual security
requirements, ensuring that agreements explicitly address incident notification
timelines, data protection obligations, audit rights, and minimum security ex-
pectations; (iv) ongoing monitoring, through periodic reassessment of providers
(e.g., annually for high-criticality providers) and monitoring of public security
advisories or breach disclosures associated with them; and (v) offboarding and
contract termination, covering data return or deletion, access revocation, and
verification that contractual security obligations remain enforceable after the re-
lationship ends. This decomposition is intended to make the pillar actionable for
SMEs with limited procurement or legal capacity, while remaining compatible
with more mature practices such as those described in ISO/IEC 27036 (Interna-
tional Organization for Standardization, 2021) and CIS Control 15 (Center for
Internet Security, 2023).

The fifth pillar addresses awareness and training, recognizing that human
factors remain one of the primary vectors of cybersecurity risk. This includes
periodic, role-based awareness activities (e.g., phishing simulations and short
briefings) and specific guidance for personnel involved in selecting or managing
third-party providers, so that procurement decisions incorporate basic security
criteria.

The sixth pillar integrates detection, response, and resilience capabilities, pro-
moting simplified incident response procedures and monitoring mechanisms. For
SMEs, this typically translates into a short incident response checklist, clearly
defined escalation contacts, and basic logging or alerting capabilities, which can
later evolve toward more advanced detection mechanisms as organizational ma-
turity increases.

A key contribution of this model is the incorporation of AI-related risk con-
siderations across all pillars. For example, third-party evaluation processes are
extended to include AI transparency, data handling practices, and model gover-
nance aspects.

To complement this transversal perspective, the framework also considers
AI-related risks at the component level. To further operationalize AI-related
risks, the proposed framework aligns these risks with the main components of AI
systems, following the principles of the NIST AI Risk Management Framework
(AI RMF).

AI-related risks can be categorized according to key components of AI sys-
tems:



– Data layer: Risks associated with data quality, integrity, privacy, and ex-
posure during data processing.

– Model layer: Risks related to model behavior, including lack of trans-
parency and vulnerability to adversarial attacks.

– Infrastructure layer: Risks arising from the platforms hosting AI capabil-
ities, including cloud dependencies and availability issues.

– Application layer: Risks associated with AI integration into business pro-
cesses, including incorrect outputs and lack of human oversight.

This component-based view provides a more granular perspective aligned
with the “Map” and “Measure” functions of the NIST AI RMF.

The model is designed to be implemented progressively through maturity lev-
els, allowing SMEs to start with basic controls and evolve toward more advanced
capabilities over time. This approach aligns with the implementation tiers de-
fined in NIST CSF 2.0, ranging from informal and reactive practices to adaptive
and risk-informed cybersecurity governance.

5 Discussion and Implications

The proposed governance model contributes to bridging the gap between com-
prehensive cybersecurity frameworks and the practical realities of SMEs. While
frameworks such as ISO/IEC 27036 and NIST SP 800-161 provide detailed guid-
ance, their direct implementation often exceeds the capabilities of smaller orga-
nizations. By contrast, the model presented in this study translates these frame-
works into a structured yet simplified approach that can be realistically adopted.

One of the key implications of this work is the recognition that third-party
risk management cannot be treated as a standalone activity. Instead, it must be
integrated into a broader governance structure that includes risk management,
operational controls, and organizational awareness. This integrated perspective
is particularly important in SME environments, where responsibilities are often
distributed across a small number of individuals.

Another important contribution is the explicit incorporation of Artificial In-
telligence as a risk amplifier within third-party ecosystems. Unlike traditional
cybersecurity models, which primarily focus on technical and organizational
controls, the proposed model integrates AI-specific risk dimensions, including
transparency, data governance, and model reliability. By aligning with the NIST
AI Risk Management Framework, this study extends third-party governance be-
yond conventional supply chain security toward AI-aware risk management.

Market analyses also indicate a growing investment in cybersecurity capa-
bilities in emerging economies, although adoption remains uneven among SMEs
(Mordor Intelligence, 2024).

From a practical perspective, the model provides a pathway for SMEs to
transition from informal and reactive approaches toward structured governance.
Its emphasis on minimum viable controls, progressive maturity, and alignment
with existing frameworks allows organizations to improve their cybersecurity
posture without requiring significant upfront investment.



In the context of Argentina and Latin America, the model also supports
alignment with emerging regulatory requirements and institutional initiatives.
By incorporating elements such as incident reporting, provider accountability,
and capacity building, it provides a foundation for improving resilience in envi-
ronments characterized by resource constraints and evolving threat landscapes.

However, this study has important limitations. The proposed governance
model is conceptual in nature and has not yet been validated through empiri-
cal implementation in real-world SME environments. As such, its effectiveness,
scalability, and operational feasibility remain to be tested. Additionally, while
the model integrates AI-related risk considerations, the rapid evolution of AI
technologies may introduce new challenges that require continuous adaptation
of governance practices.

Future work will focus on validating the model through pilot implementations
and case studies in SMEs, particularly within Latin America. This will enable the
assessment of its practical applicability, identification of implementation barriers,
and refinement of its structure based on empirical evidence.

6 Conclusion

The increasing dependence of SMEs on third-party services has fundamentally
transformed the cybersecurity landscape, introducing new forms of risk that ex-
tend beyond traditional organizational boundaries. While international frame-
works provide valuable guidance, their complexity and resource requirements
often limit their adoption in SME environments.

This paper has analyzed the applicability of leading cybersecurity frame-
works in the context of third-party risk management and identified key barriers
that hinder their implementation. In response, it proposes a simplified and scal-
able governance model that aligns with international standards while remaining
accessible to SMEs.

A central contribution of this work is the integration of Artificial Intelligence
as a critical dimension of third-party risk. As AI-enabled services become more
prevalent, SMEs must expand their governance practices to address issues related
to transparency, data management, and model reliability. The alignment with the
NIST AI Risk Management Framework provides a foundation for incorporating
these considerations into existing cybersecurity strategies.

The proposed model offers a practical pathway for SMEs to improve their
cybersecurity posture through incremental implementation, focusing on essential
controls and progressive maturity. By doing so, it enables organizations to move
from reactive security practices toward proactive and structured governance.

Future work should focus on validating the model through real-world imple-
mentations, particularly in SME environments within Latin America. Additional
research is also needed to explore the evolving intersection between cybersecu-
rity and AI governance, ensuring that SMEs remain resilient in an increasingly
complex digital ecosystem.



This work contributes to advancing cybersecurity governance in SMEs by
providing a practical and adaptable model that addresses both current and
emerging risks, positioning SMEs to better navigate increasingly complex digital
ecosystems.
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